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Fw: Compromised payroll account

From: Sabina Burton (burtons@uwplatt.edu)

Sent: Sun 6/28/15 8:54 AM

To: thawks@hg-law.com (thawks@hqg-law.com); msumara@hg-law.com (msumara@dtmria
Cc: "sabinaburton " (sabinaburton@live.com)

The admin did it before. To Danelle Bemis who was fired a few month later.
See below.

Sent using OWA for iPad

From: Danelle Bemis <bemisd@uwplatt.edu>
Sent: Tuesday, May 14, 2013 11:32:10 AM

To: Sabina Burton

Subject: Fwd: Compromised payroll account

Hi Sabina,

I would like to report a cyber crime, and I would prefer that an outside agency investigate the
matter. Could you recommend the best person to contact? I'm not sure how it came about
yesterday, but someone got into my HR account (hacked my password I guess) and entered
about two months of unpaid leave so that I would not receive a paycheck in June. Tom
reported it to IT, but I feel that this is the last straw and I would like to report this to a higher
agency. It must be someone that works here on campus, because they know how to enter
leave.

Danelle

----- Forwarded Message -----

From: "Thomas E Caywood" <caywood@uwplatt.edu>
To: "Danelle Bemis" <bemisd@uwplatt.edu>

Cc: "Aric W. Dutelle" <dutellea@uwplatt.edu>

Sent: Tuesday, May 14, 2013 11:06:31 AM

Subject: Re: Compromised payroll account

I just went up to HR to check on this and OIT will be made aware of the issue. Hopefully OIT

will be able to determine what happened.
Tom
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From: "Danelle Bemis" <bemisd@uwplatt.edu>
To: "Tom Caywood" <caywood@uwplatt.edu>
Cc: "Aric W. Dutelle" <dutellea@uwplatt.edu>
Sent: Tuesday, May 14, 2013 10:45:10 AM
Subject: Compromised payroll account

Hi there,

Payroll just informed me that my online user account was compromised yesterday. Someone
entered two months of leave for me beginning on February 13th. My social security, taxes,
benefit information, etc. is all compromised. I find it interesting that someone entered leave for
me, indicating that they are employed and use the system themselves.

Danelle
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